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Online social networking is now considered a normal part of many people’s daily 
routines. A friend recently told me how wonderful it is to be able to catch up with 
so many of her friends acquaintances so easily. Online social networking has 
made the world smaller, allowing interactions to occur across the planet in real-
time and people from all ages are enjoying the convenience. 
 
Most social networking is based on Web 2.0 technologies, meaning that instead 
of Internet sites giving the user all the data and information, users can interact 
and add to the content themselves. This type of technology has not only 
revolutionised social interaction, it has changed the way we do our banking, the 
way we buy and sell goods and it has changed the way we are entertained. It is 
pleasing to note that in many cases it is starting to revoluitionise the way we 
educate. 
 
Schools by nature are very conservative when it comes to change and the use of 
emerging and now well-established technologies has been slow going or non-
existent for many of them. The predominant policy in many schools to new 
technologies is to ban them, in case they detract from the traditional teaching and 
learning process. Teachers generally like to be in control of the learning 
environment and if they do not understand or use the technology themselves, 
they are not comfortable with it being used by their students. Many students are 
puzzled as to why the tools they regularly use for networking, information 
gathering and learning can only be used when they are free from the restrictions 
of their school network. 
  
There are some well-grounded reasons why schools are so cautious in this area. 
They are anxious about being responsible for the publication of personal 
information about their students on the open Internet, they are concerned about 
the type of content that can be published and is available on the open Internet 
and they are worried about time wasting and online addiction. 
 
With these concerns at the forefront, schools can choose to ignore the issues, 
ban the technologies and leave it to parents to provide appropriate guidelines in 
this area. The reality is that many parents also stick their heads in the sand 
because it becomes all too difficult and avoiding conflict is often easier than 
confronting the issues. 
 
Schools and parents need to work together and help each other through these 
potential mine fields. This should be done through an ongoing program with a 
positive focus such as a CyberCulture program. As soon as the school and 
parents start using words like Cyber-Safety it can bring a negative connotation 
and potentially scare rather than educate.  



 
An effective CyberCulture program needs to involve and be run by a group of 
committed parents, students and teachers. It needs to start with students as 
young as Grade 2 or 3 when they first start using the Internet to play games that 
involve them potentially entering personal information and collaborating with 
other friends online. An effective CyberCulture program should be ongoing and 
involve senior students as mentors. The reality is that students in Years 10, 11 & 
12 are the experts in this area. They understand the technologies and in many 
cases have been impacted by the negative aspects of online interactions.  
 
Strathcona Baptist Girls Grammar School in Melbourne 
(www.strathcona.vic.edu.au) have a Cyber Committee led by the Dean of 
Students and includes representation from senior students. They run regular 
parent seminars run by senior students on the advantages and disadvantages of 
online social networking. Instead of the parents hearing from a teacher who is 
their age or a representative from a government organisation, they are hearing 
from the real experts who live with and use the technologies on a daily basis.  
 
There are a number of well-established guidelines that teachers and parents 
should be promoting and reinforcing. One of the most important is to encourage 
young people to avoid publishing online accurate personal information such as a 
student’s name, address, phone number, school name and image.  Social 
networking sites such as Facebook require personal information to be published 
in a profile page that is open for anyone with a Facebook account to potentially 
access. We should be encouraging the young people in our care not to use their 
real name but instead come up with a creative pseudo-name and not to use their 
real photo but instead create some sort of avatar or creative image of themselves 
that does not accurately identify who they are. The problem with putting accurate 
information online is that it increases the potential for people who do not have 
good intentions to access a vulnerable student’s contact information and 
potential location. 
 
Parents should be encouraged to place strict guidelines on how much time their 
children can spend socialising online. Facebook can be a huge time waster and 
potentially a disruption to valuable learning time outside of the classroom 
especially for senior students where study and homework is crucial to academic 
progress. Ideally, Internet access should be openly available in family rooms 
such as the lounge room, a shared study or the kitchen. Access in the privacy of 
a child’s bedroom should be discouraged however this is hard to monitor 
especially when many homes have wireless routers allowing Internet access 
throughout the home. There are wireless routers available that allow parents to 
control access from particular devices at certain times of the day and night. 
These are a good investment to help control a child’s online activities. However, 
many students have smart phones with 3G access to the Internet that bypasses 
possible restrictions within school and home networks. Families should be 
encouraged to place strict controls on the use of mobile devices at night such as 



to place all phones in the kitchen on charge overnight. The temptation to keep 
the phone on and to use it during the night is very tempting to many very socially 
aware and anxious teenagers. The middle of the night is not always conducive 
for wise decision making and can lead to poor choices that a child may regret for 
years. 
 
Young people are often oblivious to the fact that when they do click send, the 
content of what they send is potentially there to come back and bite them in the 
future. In a past life as a Year 10 Coordinator, there would be times when full 
transcripts of chats, wall posts and emails would come to me from disgruntled 
students and worries parents. Conversations using language and content that 
you would never normally expect would be there in black and white for me to 
digest and deal with. The embarrassment for these students when what they 
thought was a private conversation was now being read back to them by their 
teacher in the presents of their parent was enough to change some behaviors. 
 
One strategy that I have used for both students and parents is to show them that 
the Internet is essential millions of web servers that we upload and download 
files to and from. There is a range of short videos on YouTube that show what a 
server farm looks like. When the students see what the Internet really looks like 
they can start to realise that when they do send an email or a chat post their 
content is physically being stored somewhere. Communicating online is not like 
having a verbal conversation, online communication is in black and white, can be 
saved and printed. Students should be constantly reminded to ‘think before they 
click’. 
 
There are a number of excellent resources for teachers and parents in this area. 
The ACMA (Australian Communications and Media Authority) Cybersmart 
website (www.cybersmart.gov.au) has a range of resources for both primary and 
secondary students. The Federal Police have initiated a website called Think U 
Know (www.thinkuknow.org.au) which is also well worth adapting. There are also 
a wide range of resources from around the world that offer assistance in building 
an effecting CyberCultue program. The CEOP (Child Exploitation and Online 
Protection Centre) based in the UK have been leaders in this area for a number 
of years and their site (www.thinkuknow.co.uk) is well worth a visit. 
 
A recent initiative at Strathcona has been a CyberCulture User Agreement which 
outlines a range of online behaviour guidelines that must be followed while at 
school and are encouraged to be followed at home. Each student and 
parent/guardian needs to sign the agreement which also caters for the increasing 
use of personally owned devices at school. One of the aims of this formal 
documentation is to encourage conversations at home about safe online 
practices. 
 
Online social networking is a daily part of many people’s routines and our job, as 
teachers and parents, is to guide, educate and promote the positive aspects of 



modern communications technologies, make sure students are aware of the 
pitfalls and to help our digital natives make good and wise decisions that promote 
life long learning and positive relationships with the local and global community 
and the environment. 
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